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 Recession
 Interest Rates
 Labor Shortage
 Rapidly Changing Market Trends
 Supply Chains

 Cybersecurity
 Damage to Reputations
 Inability to Reach Target Audiences
 Mental Health Issues in the Workplace
 Lack of Succession Planning











How Are You Keeping Your 
Organization Out of the 

Headlines? 







Security Strategy
IDENTIFY PROTECT DETECT RESPOND RECOVER

What data is 
important to 
you? What 

level of 
tolerance do 
you have to 
lose any (all) 
of that data? 

How much 
downtime is 
acceptable? 

Doors and
Windows Alarm Dog Do you have a 

tested business 
continuity plan 

(disaster 
recovery) plan?

 
What 

department (or 
data) must be 
restored first? 

Do you have a 
communications 

plan?

Locks Motion
Sensor Baseball Bat

Fence Doorbell
Camera Police

Yard Signs Neighborhood 
Watch Insurance

PROTECT RESPONDDETECT



NIST Security Framework
IDENTIFY PROTECT DETECT RESPOND RECOVER

What data is 
important to 
you? What 

level of 
tolerance do 
you have to 
lose any (all) 
of that data? 

How much 
downtime is 
acceptable? 

Doors and
Windows Alarm Dog Do you have a 

tested business 
continuity plan 

(disaster 
recovery) plan?

 
What 

department (or 
data) must be 
restored first? 

Do you have a 
communications 

plan?

Locks Motion
Sensor Baseball Bat

Fence Doorbell
Camera Police

Yard Signs Neighborhood 
Watch Insurance



Ten Activity Channels for Breach Response

-Peter Sloan, 
Information Governance Group



Cyber Resilience



Components of a Well-Designed
Security Solution for Your Business

Security
Assessment

Security
Awareness

Passwords DNS Protection Mobile Device
Security

Advanced Endpoint
Detection & Response

SIEM / Log
Management

Dark Web Research Backup Computer Updates

Spam Email Multi-Factor
Authentication

Encryption Firewall Cyber Insurance



Three Options when it comes to Risk



Assuming the Risk





Spring 2023 Campaign

Fall 2022 Campaign

Summer 2022 Campaign



Three Options when it comes to Risk







Three Options when it comes to Risk





1. Vet vendors before hiring. Assess cyber risk for every third party before working 
with them.

2. Full Vendor Record Keeping. Have full and clear documentation of every vendor 
and their vendors.

3. Continuous Information. Stay informed of the cyber posture of every vendor. The 
cybersecurity risk and threat landscape is constantly evolving, which requires 
constant updates.

THREE WAYS TO MONITOR VENDORS



Vendor Management







Selecting Vendors for Organizations



12 Key Questions

• Areas of Expertise
• Security Mindset
• Compliance Standards
• Security Testing
• Transparency
• Collaboration

• Service Level Agreement
• Backup/Resilience
• Government/Policy
• Vendor Management
• Employee Training
• Data Retention and 

Destruction



Summary
Public sector organizations must prioritize security and 
compliance when selecting vendors to avoid 
unnecessary risks. By asking these 12 questions, 
organizations can gain a better understanding of the 
vendor's capabilities and ensure they meet security and 
compliance requirements. This information will help 
public sector organizations select the right vendor and 
mitigate potential risks.
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